
Substantial Modifications

Iterate Each Product Version

Information Key
Defines the scope of what is being tested for security, in the 

case of the CRA this includes the entirety of the product and 

any remote processing solutions. 

1. Target of Evaluation // A document that defines the security requirements and 

security controls needed to protect a particular product type 

to a specific assurance level.

2. Protection Profile //

Inside the Cyber Resilience Act 

© All rights reserved

Vulnerability
Monitoring 

Security Updates
Vulnerability 

Reporting
Vulnerability
Disclosure 

Market 
Surveillance
Cooperation

MAINTENANCE

Document
Security Tests 

Against PP

Execute
Security Tests

Secure Code
Analysis/SBOM

Vulnerability
Testing

Penatration
Testing

Remediate

Validate Testing

Is Your Product
In Scope?

Identify Common
Security Features

Self-Asses
Harmonised Standards

3rd Party 
EUCC

Default
Important Class I
Important Class II

Critical

Assessment Type
Cost & Time

Identify CRA 
Product  Category?

PLANNING

Documentation
Requirements

 
Annex II & V

Support Periods

Min 5yrs

Assessment

Self/3rd Party/CAB

Declaration
Of Conformity

Affix CE MarkPRODUCT
RELEASE

PRODUCT
DEVELOPMENT

Security By
Design/Default

Threat Modelling

Target of 
Evaluation1

Risk
Identification

Protection
Profiles2

PRODUCT
DESIGN

RISK 
ASSESSMENT

CRA Readiness 
Assessment

Complete Now

1.4210854715202e-14
1.4210854715202e-14
1.4210854715202e-14
1.4210854715202e-14
1.4210854715202e-14
1.4210854715202e-14
1.4210854715202e-14
1.4210854715202e-14
1.4210854715202e-14
1.4210854715202e-14
1.4210854715202e-14

